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Ravens Wood School 
(Part of the Impact Multi Academy Trust) 

 Acceptable Use of Technology Policy  
 
 
 

1 Introduction 

The range of technologies referred to in this document represents potentially powerful resources that can 
enhance and transform teaching and learning when used effectively and appropriately. As far as possible, 
these tools should be accessible and free from restrictions that constrain their worthwhile educational value. 
It is a dynamic document in that it will respond to the ever-changing ICT environment at the school as we 
attempt to stay up to date with technological advancements. At the very least, it will be reviewed annually. 
It will therefore be added to and amended as applicable. A main aim of the document is to highlight the 
‘personal responsibility’ of the users at school. 
 
The Data Protection Act 2018 states that ‘appropriate technical and organisational measures shall be taken 
against unauthorised or unlawful processing of personal data and against accidental loss or destruction of or 
damage to personal data’. The Computer Misuse Act 1990 covers three offences; unauthorised access to 
computer material, unauthorised access with intent to commit or facilitate commission of further offences, 
unauthorised modification of computer material.  
 
Ravens Wood strives to ensure that technical safeguards are maintained to ensure that the educational use 
made of such tools is safe and secure and protects the user from abuse. It must be acknowledged that, no 
matter how rigorous such measures may be, they may never be completely effective. The school will 
supervise students and take all reasonable precautions to ensure that users access only appropriate material. 
The school will provide a filtered Internet service. No system can be completely effective and a combination 
of approaches will in addition be required to supervise adequately. All staff, governors, parents and advisers 
will work to establish agreement that every reasonable measure has been taken. As a result of the process 
involved in publishing information on the Internet, it is not possible to guarantee that unsuitable material 
will never appear on a computer screen. The school cannot accept liability for the materials accessed, or any 
consequences thereof. 
 

2 Aim 

The aim of this policy is to ensure that all students learn to exhibit safe, responsible and effective working 
practices and that staff model these practices at all times. Therefore, students are kept safe in school and 
when they use technologies outside school premises, their understanding of the dangers of abuse should 
ensure that they remain safe. It is also the aim of this policy to ensure that the educational advantage of new 
technologies is maximised. 
 

3 Objectives 

• To allow staff and students the chance to access computer equipment, the Internet and e-mail, as and 
when they wish for educational purposes 

• To set guidelines for acceptable use of technologies, including mobile phones, computer hardware and 
software, so staff and students are aware of what is acceptable and not acceptable. 

• To protect students and staff from undesirable information, particularly on the World Wide Web 
(WWW). 

• To provide rules which are consistent, and in agreement with the Data Protection Act and Local LEA. 
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4 The School Reputation 

Any expression of a personal view about Ravens Wood School matters in any electronic form of 
communication must be endorsed by the Headteacher. Any use of the technology that would bring the name 
of the school into disrepute is not allowed, for example, posting a fight on and Internet social networking 
sites. Readers should also reference the school’s Social Media and Networking Policy. 
 

5 Cyberbullying 

Cyber bullying is defined as the use of Information and Communications Technology, particularly mobile 
phones and the Internet to upset someone else. This includes the use of Social networking sites to make 
libellous comments about pupils or staff. It can be an extension of face-to-face bullying, with technology 
providing the bully with another route to harass their target. Procedures and rules outlined in this policy 
ensure that the risk of cyber-bullying is minimised. The response to cyber-bullying, along with other forms 
of bullying is outlined in the school’s anti-bullying policy. Readers should reference the school’s Social Media 
and Networking Policy and the school’s Child Protection & Safeguarding Policy. 
 

6 Personal Technology Items 

Students are discouraged from taking personal technology items, including mobile phones to school. 
However, Ravens Wood School acknowledges that mobile phones are becoming an essential part of society 
and that students will carry them. However, if a student chooses to bring a mobile phone to school, this is 
a choice that the student has made and the school does not accept liability for the loss or damage of such 
items. Readers should reference the school’s Mobile Phone Policy and are reminded that students in Years 
7-10 who bring a mobile phone to school are required to hand it into secure storage during AM registration 
where it will remain for the duration of the school day. 
 
All parents are informed of the school’s position regarding mobile ‘phones in a letter. (APPENDIX A: 
Letter to Parents about Personal Technology) Parents are asked to support the school in discouraging 
students from carrying mobile phones, particularly camera and video phones. In line with the school’s policy 
and Government guidance we seek parental permission before any images of young people are published. 
Therefore it is imperative that, wherever possible, we prevent images or film being taken of Ravens Wood 
students that could appear on the Internet or other media, such as mobile phones. Similarly, it is imperative 
that we prevent images or film being taken of staff that could appear on the Internet or other media. 
 
It is the Joint Council for Qualifications (JCQ) policy that possession of mobile phones, iPods, MP3 players 
or any products with digital facilities in the examination room will result in disqualification from that 
examination and that qualification.  
 

7 CCTV  

CCTV cameras are in classrooms, which use ICT equipment. Please reference the school’s CCTV Policy for 
further information. 
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8 Expectations 

• Independent use of the school’s ICT facilities, systems and services will only be permitted upon receipt 
of signed Network Use Agreement. All computer systems will be regularly monitored to ensure that they 
are being used in a responsible fashion. All users agree to abide by the Network Use Agreement upon 
logging on to the system. All students submit a fresh Network Use Agreement (Appendix B – Student 
Network Use Agreement) at the beginning of each academic year. All staff users submit a signed Network 
Use Agreement (Appendix C – Staff Network Use Agreement / ICT Contract) when issued with login 
information or a school owned device. All visitors submit a signed Network Use Agreement (Appendix 
D – Visitor Network Use Agreement / ICT Contract) when issued with login information or guest 
network access. All users also commit to it every time they log on a networked school computer, as the 
system does not allow access until this is done. 
 

• Users should understand that access to the school technology resources is a privilege, not a right. Staff 
and students will be expected to use the resources for the educational purposes for which they are made 
available. 

 

• Users will accept personal responsibility for reporting any misuse or security problem of the network. 
Students should tell their class teacher or form tutor. Staff should inform the ICT Manager of a member 
of the ICT support staff. They should not demonstrate such a problem to other users.  
 

• The school will make every effort to protect the integrity of data held on the network through the 
application of effective back-up procedures. However, the school cannot be held responsible for any 
damages suffered while on the school network. These damages include loss of data as a result of delays, 
non-deliveries, or service interruptions caused by the system or user errors or omissions. Use of any 
information obtained via the network is at the risk of the user.  

 

• Users must only log on to the school network, VLE or other platform with their own user ID and 
password and must not share this information with other users. 

 

• Users should understand that their files and emails are not private and may be monitored. In particular, 
the school network, email, VLE and other platforms may be monitored to check for evidence of cyber 
bullying or breaches of school policies. User areas are the responsibility of the user. File space is given 
to users based on the requirements of the work they are doing.  It is hoped that users will keep their user 
area tidy and get rid of any unwanted or out of date files. Some files are unacceptable to be used or saved 
in the user area.  An example of an illegal file would be a game or program (.exe file) downloaded from 
the Internet. Students will be taught how to use e-mail to communicate with people they know and safe 
methods to communicate with people that they do not know. 

 

• The school uses a filtered, broadband Internet service provider for e-mail and Internet access. These are 
seen as an integral part of a large majority of schemes of work to enrich and extend learning activities. 
Students will be allowed to use the Internet to search for information and resources to meet their learning 
objectives in school. Staff will be allowed to use the Internet for work related activities. Students will 
need to be aware that there is no regulatory authority body for the Internet. Anyone can publish material. 
It is not censored for opinion, bias or validity of information. Internet use at school will be monitored 
regularly.  All websites visited are logged against the individual user. The school will work closely with 
parents, the LEA, government agencies and the Internet service provider to ensure systems to protect 
students are reviewed and continuously improved. Staff will have largely open, but monitored Internet 
access for research purposes and continued professional development. 
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• Users are expected to take care of ICT equipment. For example, ICT classroom doors should be locked 
when no teacher is in supervision. Portable ICT equipment, such as laptops, are secure when are not 
being used.  

 

• Users should not receive, send or publish material that violates the Data Protection Act or breaching the 
security this act requires for personal data. Transmitting unsolicited material to other users (including 
those on other networks).  

 

• In order to comply with Data Protection Law, users will only store and/or transfer data using systems 
provided by, or otherwise sanctioned by, the school’s ICT support team. The use of cloud hosting 
services such as Dropbox or Google Drive is not permitted. 

 

• USB memory devices are scanned for viruses and users should understand that the contents might not 
be kept private. Users should never store material of a sensitive or confidential nature that would violate 
the Data Protection Act or breach the security this act requires. 

 

• Users should understand that technology should never be used to make others feel uncomfortable, upset 
or harassed. If they become aware of such abuses, they have a responsibility to report it to a pastoral 
manager, Safeguarding Lead or the Network Manager. 

 

• Passwords are the responsibility of the user and in no circumstances should they be disclosed in any way. 
Auditing software on the network tracks usage of computers by username: therefore if a username and 
password has been used it will be assumed to have been used by the owner, and therefore any 
consequences will devolve upon that owner. Passwords should be changed regularly and contain a 
combination of letters and numbers as these are harder to 'crack'. If you suspect somebody knows your 
password then contact a member of staff. 

 

• The school will always endeavour to supervise students at all times. This may include supervision by 
teachers or support staff. 

 

• When applicable, police and/or local authorities may be involved with a computer related issue. Early 
contact will be made to establish the legal position and discuss necessary strategies. 

 

• A poster for responsible Internet use will be displayed in each classroom. (APPENDIX E: Poster for 
Responsible Internet Use) 

 

• Users should understand that the use of any form of recording equipment by any member of the Ravens 
Wood School community without the knowledge of all parties being recorded is expressly prohibited. 

 

• All members of the school community should be aware that no student, member of staff, visitor or 
parent may take photographs; make recordings or film on the school site without the permission of the 
Headteacher. Even if permission is given, never post such material on the Internet, school site or transmit 
with a mobile ‘phone. Any form of recording equipment should only be used by any member of the 
Ravens Wood School community with the knowledge and permission of all parties being recorded. This 
supports our Child Protection and Safeguarding Policy.  

 

9 User Rules 

Never send or encourage others to send abusive messages or use inappropriate language, including 
language that could incite hatred against an ethnic, religious or minority group. Do not access, create, 
transmit, display or publish any material that is likely to cause offence, inconvenience or needless anxiety.  
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Under no circumstances should you view, upload or download any material, which is likely to be 
unsuitable for children or schools. This applies to any material of a violent, dangerous, racist or 
inappropriate sexual content. If you are not sure about this, or any other materials, you must ask your 
teacher. 

 
Be polite and appreciate that other users might have views different from your own. The use of strong 
language, swearing or aggressive approaches is forbidden. Do not state anything that could be 
interpreted as libel (including comments posted on social networking websites). 

 
Illegal activities of any kind are strictly forbidden. 

 
Log in to the school network only with your own user ID and password and log off after your session 
has finished. Do not reveal your log-in information to anyone else.  

 
Never disclose any password or username name that you have been given. 

 
Never reveal any personal information about yourself or other users. Do not give out personal addresses, 
telephone numbers (Mobile or landline) or fax numbers of any person at the school. 

 
Never access other users’ files or folders on the network, or access or delete someone else’s texts or 
emails. 

 
If you are aware of any breach of security, inform your teacher (if you are a student) or the ICT Support 
Staff (if you are a member of staff). For example, if you think someone has learned your password. 

 
Only use the network and the Internet for schoolwork and school related activities. Never use the 
network to play games, download or install programmes or to visit ‘chat rooms’ or social media sites. 
Never send viruses or spyware or to try to reach unsuitable or blocked websites. The private use of the 
Internet in school is forbidden. The use of 'chat rooms' and social media sites is forbidden. 

 
In order to comply with Data Protection Law, users will only store and/or transfer data using systems 
provided by, or otherwise sanctioned by, the school’s ICT support team. The use of cloud hosting 
services such as Dropbox or Google Drive is not permitted. 

 
Portable storage devices may be used but may be scanned for viruses by the ICT Support Staff. Users 
should not expect the contents of such devices to remain private. Users should never store material of 
a sensitive or confidential nature that would violate the Data Protection Act or breach the security this 
act requires. 

 
Do not attempt to visit websites that might be considered inappropriate, such as illegal sites or social 
media sites. 

 
Files held on the school’s network may be checked by the ICT support staff. 

 
Do not try to access areas of the school network that are restricted.    

 
If you discover unsuitable material using the school’s Internet connection - the website address (URL) 
and the content must be reported without delay to a member of staff. This site will then be filtered so it 
is inaccessible. 

 
Do not send unwanted or anonymous texts, emails or phone calls to an individual. 
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No student, member of staff, visitor or parent may take photographs; make recordings or film on the 
school site without the permission of the Headteacher and all parties involved. Even if permission is 
given, never post such material on the Internet, school site or transmit with a mobile ‘phone. 

 
The use of names or photographs of students on the school website will require written permission from 
parents or carers. 

 
Never impersonate another person. An example of this would be posting messages from someone else 
on the VLE or sending texts using someone else’s mobile phone. 

 

10 Sanctions 

It is the user’s responsibility to use computers, the Internet and e-mail appropriately and legally. It is hoped 
that with parents, students can discuss the possibilities and opportunities of its proper use and the advantages 
that it could bring their schoolwork. Deliberate abuses, which arise within school, are subject to the rules 
and regulations of Ravens Wood (which may involve recourse to the legal action if laws are broken). 
Deliberate abuses which happen outside school but which impinge upon or affect school students and staff 
may be dealt with through appropriate police and legal action. Normally, in case of student misuse, the 
following sanctions would apply. 
 

Students: 

• Temporary or permanent ban on Internet and/or computer use in that lesson or subject. 

• Users may be charged for the repair or replacement of equipment. 

• Parents/carers informed. 

• Additional disciplinary action may be taken in line with existing policy on inappropriate behaviour, 
language, bullying and the Fixed Term Exclusion Policy. 

• In extreme circumstances, removal of access to the school network may be permanent across all subjects. 
In this case, arrangements would be made for the student to work on a stand-alone machine. 

 

Staff: 

• Referred to the Headteacher/Governors through school disciplinary procedures. 
 

11 Definitions 

User: any person who uses school network, equipment, Internet connection or other Technology items, 
including personal technology items 
 
Technology: computers, school network, Internet (including public forums and social networking sites, 
virtual learning environment, email, cameras, mobile phones, instance messaging applications (IM), Voice 
Over Internet Protocols (VOIP) programmes. 
 
Personal Technology Items: mobile phones, videotapes and cameras, memory sticks, Memory devices, MP3 
players. 
 


